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Authentication System 
 

Customer trying to login with invalid credentials 

 

 
Correct credentials entered 

 
 

 

 

TEST CASES FOR SECURITY FEATURES 
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Admin trying to login with invalid credentials 

 

 
Correct credentials entered 
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Each customer being shown his own data 
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Role Based Access Control 
 

Each role given access to his own data 
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Parameterized Queries 
 

The attempt for SQL Injection to access an admin account has been neutralized because of the 
parameterized query 

 
 
 

 

Input Validation 
 

Password requirements 
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Required Field Validators 

 
 

Autogenerated Customer Id 
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Cookie Management 
 

For testing purposes, the expiration time has been set to 10 seconds. After the cookie expires, the already 
logged in account automatically redirects to Login page after clicking on any of the options. 
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Restricted Login Attempts 
 

Attempting to login with more than 3 attempts 
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Trying to open a new tab to bypass the disabled functionalities 

 
 

 

 

HTTPS Encryption 
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