Igra Mehmood

IAD LAB 13

TEST CASES FOR SECURITY FEATURES

Authentication System

Customer trying to login with invalid credentials

SaaS SUBSCRIPTION PLATFORM

Customer Login

Enter your login credentials:

Customer ID:
coot

Password:

Login | Invalid credentials. Attempt 1 of 3

Home Page Customer Services Administrative Tasks About Us Contact Us

If you are not a registered customer, click the button below to register yourself.

Register

Correct credentials entered

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Dashboard

Customer ID: CO01

Following are your active subscription at this time:

Subscription Id

Plan Name

Software Name

Amount To Be Paid

SB001

Basic plans

Microsoft Word
Outlook Mail
OneNote
OneDrive

Skype for Business

59.94

View Plans

Subscribe to a Plan

My Subscriptions

Make Payment

Payment History
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Admin trying to login with invalid credentials

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Administrator Login
Choose your role:

® Administrator
Customer Subscription Manager
Subscription Billing Manager
Customer Payment Manager

Enter your login credentials:

Admin ID:
ADO1

Password:

Login | Invalid credentials. Attempt 1 of 3.

Correct credentials entered

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Subscription Manager Dashboard
Choose a task:

View Customers
Edit Customers

View Subscriptions

Edit Subscriptions
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Each customer being shown his own data

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Dashboard

Customer ID: C002

Following are your active subscription at this time:

Subscription Id Plan Name Software Name | Amount To Be Paid

Microsoft Excel
Microsoft Teams

SB002 Standard plans | Microsoft Publisher | 159.92
Microsoft Access
Yammer

View Plans

Subscribe to a Plan

My Subscriptions

Make Payment

Payment History

SaaS SUBSCRIPTION PLATFORM

Customer Services Administrative Tasks About Us Contact Us

Customer Dashboard

Customer ID: C001

Following are your active subscription at this time:

Subscription Id | Plan Name | Software Name | Amount To Be Paid

Microsoft Word
Outlook Mail
SB001 Basic plans | OneNote 59.94
OneDrive

Skype for Business

View Plans

Subscribe to a Plan

My Subscriptions

Maks Payment

Payment History
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Role Based Access Control

Each role given access to his own data

v Administrator Login x  +

«

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Administrator Login
Choose your role:

Administrator

® Customer Subscription Manager
Subscription Billing Manager
Customer Payment Manager

Enter your login credentials:

Admin ID:
A001

Password:

Login

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Subscription Manager Dashboard
Choose a task:

View Customers
Edit Customers
View Subscriptions

Edit Subscriptions
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SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Administrator Login
Choose your role:
® Administrator
Customer Subscription Manager

Subscription Billing Manager
Customer Payment Manager

Enter your login credentials:

Admin ID:
ADO2

Password:

Login

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Administrator Dashboard

Choose a task:

View Managers
Edit Managers.

Add Managers

View Login Credentials
Edit Login Credentials

Add Login Gredentials
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Parameterized Queries

The attempt for SQL Injection to access an admin account has been neutralized because of the
parameterized query

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Login
Enter your login credentials:

Customer ID:
A0OY —

Password:
Login | Invalid credentials. Attempt 1 of 3

If you are not a registered customer, click the button below to register yourself.

Register

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Registration

Email:
testt@gmail. com

Password:
nnnnn Password must be at least 6 characters long and contain at least one lowercase letter, one uppercase letter, and one digit

Name:
Test

Cell No:
6816715

Country Code (2 Letters):
PK

City:

Karachi
Register

Back to Home Page
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Required Field Validators

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Fill in the Details:

Select Subsciption to Pay for:

No Subscriptions Available v | Select a Subscription!
Amount to Pay:
Select Payment Method:

Bank Transfer v

Cell No:
Cell number is required!

Account Number:
Account number is required!

Pay Now

Payment History

Back (o Dashboard

Autogenerated Customer Id

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Registration

Email:
testt@gmail.com

Password:

Name:
Testing

Cell No:
6816715

Country Code (2 Letters):
PK

City:

Karachi

i Register

Back to Home Page
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SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Dashboard

Customer ID: C201

Following are your active subscription at this time:

No Active Subscriptions!

View Plans
Subscribe to a Plan
My Subscriptions

Make Payment

Payment History

Cookie Management

For testing purposes, the expiration time has been set to 10 seconds. After the cookie expires, the already
logged in account automatically redirects to Login page after clicking on any of the options.

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Dashboard

Customer 1D: C001

Fallowing are your active subscription at this time:

Subscription Id | Plan Name | Software Name | Amount To Be Paid

Microsoft Word
Outlook Mail
SB001 Basic plans | OneNote 59.94
OneDrive

Skype for Business

View Plans

Subscribe fo a Plan

My Subscriptions.

Make Payment

Paymenl History
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SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Login

Enter your login credentials:

Customer ID:
Password:
Login

If you are not a registered customer, click the button below to register yourself.

Register

Restricted Login Attempts

more than 3 attempts

Login

Attempting to login with

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Login

Enter your login credentials:
Customer ID:

€001

Password:

Login | Invalid credentials. Attempt 1 of 3

If you are not a registered customer, click the button below to register yourself.

Register
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@ localhost

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Login
Enter your login credentials:

Customer ID:
Coot

Password:
Login | Invalid credentials. Attempt 2 of 3

If you are not a registered customer, click the button below to register yourself.

Register

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Login

Enter your login credentials:

Customer ID:
coot

Password:

Too many failed attempts. Login disabled for 2 minutes.

If you are not a registered customer, click the button below to register yourself.

Register
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Trying to open a new tab to bypass the disabled functionalities

SaaS SUBSCRIPTION PLATFORM

Home Page Customer Services Administrative Tasks About Us Contact Us

Customer Login
Enter your login credentials:

Customer ID:

Password:
Too many failed attempts. Try again later.

If you are not a registered customer, click the button below to register yourself.

Register

HTTPS Encryption

Platform

iqramehmood.somee.com/LAB%2013/Home.aspx

s Subscription Platform - https://iqramehmood.somee.com/LAB 13/Home.aspx

ramehmood.somee.com/LAB3 lome.aspx - Google

Home Page i Administrative Tasks About Us Contact Us

Welcome to the SaaS Subscription Platform

This platform allows customers to manage their software subscriptions and payments efficiently.

AVAILABLE PLANS:
Plan Name Software Name Service Level
Microsoft Word Standard
Outlook Mail Standard
Basic plans OneNote Standard
OneDrive Basic

Skype for Business Basic

Microsoft PowerPoint | Enterprise

Visio Enterprise
Premium plans | Microsoft Project Enterprise
SharePoint Enterprise
Azure DevOps Enterprise

Microsoft Excel Advanced
Microsoft Teams Advanced
Pybli 3

Hosted Windows Virtual Server. 2.5GHz CPU, 2GB RAM, 60GB SSD. Try it now for $1!

Web hosting by Somee.com
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SOMEE.com

€2 Dashboard .../ Websites / igramehmood.someecom

(S Support tickets Summary  Filemanager  Domains/Bindings IS applications  IISlogviewer  Eventviewer  Delete
& Profile
[3 Billing

@ Invoices (2} iqramehmood.somee.com (Default) HTTR, HTTPS 155.254.244.34 iqramehmood.somee.com (CRTIDE1924) =

3 Payment methods
2 Subscriptions
[EQ SSL Certificates

() Free certificate orders

[F) Certificate signing requests
@ Virtual servers
&b Websites

(D Create website

O iqramehmood.somee.com
[& File manager
& Domains / Bindings

88 us applications

1S log viewer
(%] Event viewer

[l Delete
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